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Take-Aways
• What critical functions are needed for your business to deliver?

• What technology enabled systems underpin the critical business 
functions?

• Can you assess your cyber risk on these?

• People, Process, Technology

• How can I keep secure?

• How can I respond if compromised?

• We are here to help.

Phishing & Chips



1. How do we defend our organisation against phishing attacks?
2. How does our organisation control the use of privileged IT accounts?
3. How do we ensure that our software and devices are up to date?
4. How do we make sure our partners and suppliers protect the 

information we share with them?
5. What authentication methods are used to control access to systems 

and data?

Ask the questions?



1). Backing up your data
Tip 1: Identify what data you need to back up – what cannot be replaced

Tip 2: Keep your backup separate from your computer.

Tip 3: Consider using cloud backup.

Tip 4: Make backing up a regular routine.
2). Protecting you from malware
Tip 1: Install (and turn on) antivirus software

Tip 2: Download applications and software from trusted sources

Tip 3: Keep all your IT equipment up to date (patching).

Tip 4: AV scan USB drives (and memory cards) connected to your devices.

Tip 5: Switch on your firewall.
3). Keeping your smartphones (and tablets) safe
Tip 1: Switch on password protection

Tip 2: Make sure lost or stolen devices can be tracked, locked or wiped.

Tip 3: Keep ALL your device up to date (phones, laptops, tablets etc)

Tip 4: Keep your apps and software up to date

Tip 5: Don't connect to unknown Wi-Fi hotspots
4). Using passwords to protect your data
Tip 1: Make sure you switch on password protection 

Tip 2: Use two-factor authentication for 'important' accounts

Tip 3: Avoid using predictable passwords (be random)

Tip 4: Change ALL default passwords

Tip 5: Consider using a password manager
5). Avoiding phishing attacks
Tip 1: Configure accounts to reduce the impact of successful attacks.

Tip 2: Think about how you operate

Tip 3: Check for the obvious signs of phishing

Tip 4: Report all attacks

Tip 5: Keep up to date with attackers
Working in collaboration with the NCSC – for more information check out NCSC.gov.uk


